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The MDS2 provides the provides the 
ManufacturerManufacturer’’s Models Model--specific Description ofspecific Description of

Device ability to maintain/transmit ePHI Device ability to maintain/transmit ePHI 
Is the device capable of maintaining or transmitting ePHI?Is the device capable of maintaining or transmitting ePHI?
For those devices capable of maintaining/transmitting ePHI, a For those devices capable of maintaining/transmitting ePHI, a 
description of description of 

•• type of ePHI (e.g., demographic info, diagnostic/therapeutic inftype of ePHI (e.g., demographic info, diagnostic/therapeutic info, etc.)o, etc.)
•• device mechanisms for maintaining ePHIdevice mechanisms for maintaining ePHI
•• device mechanisms for transmitting ePHIdevice mechanisms for transmitting ePHI

Security features associated with the deviceSecurity features associated with the device
Safeguards provided with or incorporated in the device, includinSafeguards provided with or incorporated in the device, includingg

AdministrativeAdministrative
PhysicalPhysical
TechnicalTechnical

A list of any manufacturerA list of any manufacturer--optional recommended safety practices optional recommended safety practices 
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Key Benefits of the MDS2

For ManufacturersFor Manufacturers
Facilitates the manufacturersFacilitates the manufacturers’’ common response to a common response to a 
potentially large volume of requests from providers for potentially large volume of requests from providers for 
information regarding the ePHI capability and information regarding the ePHI capability and 
securitysecurity--related features of the devices they related features of the devices they 
manufacturemanufacture

For Healthcare ProvidersFor Healthcare Providers
Facilitates the providersFacilitates the providers’’ review & analysis of the review & analysis of the 
large volume of securitylarge volume of security--related information supplied related information supplied 
by manufacturers for devices on the providersby manufacturers for devices on the providers’’
inventoriesinventories
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Industry Endorsements for the MDSIndustry Endorsements for the MDS22

HIMSS HIMSS 
(Health Information and Management Systems Society)(Health Information and Management Systems Society)
ACCE ACCE 
(American College of Clinical Engineering)(American College of Clinical Engineering)
ECRIECRI
NEMA NEMA 
(National Electrical Manufacturers Association)(National Electrical Manufacturers Association)
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MDSMDS22 supplies key data to the  supplies key data to the  
ACCE / ECRI Biomedical Equipment Survey FormACCE / ECRI Biomedical Equipment Survey Form
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MDSMDS22 FormForm
Side 1Side 1

Standard Nomenclature (UMDNS)Standard Nomenclature (UMDNS)
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MDSMDS22 FormForm
Side 2Side 2
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Healthcare Providers Use MDSHealthcare Providers Use MDS22

Information Security CommitteeInformation Security Committee
Reviews manufacturerReviews manufacturer--supplied supplied 
MDSMDS2 forms along with the hospitalforms along with the hospital’’s s 
medical device inventory medical device inventory & survey & survey 
formsforms to assess risks and determine to assess risks and determine 
what (if any) safeguards are available what (if any) safeguards are available 
with the devicewith the device

Uses MDSUses MDS2 to identify common to identify common 
classes of technology with common classes of technology with common 
vulnerabilitiesvulnerabilities

Uses MDSUses MDS2 to take common to take common 
approaches to mitigating risks with approaches to mitigating risks with 
those common classes where those common classes where 
possible possible 
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Future of MDSFuture of MDS22 -- AutomationAutomation
The MDSW is developing and plans to publish an MDSThe MDSW is developing and plans to publish an MDS22

schema and reference toolkit with open source software.  schema and reference toolkit with open source software.  
The schema and toolkit wouldThe schema and toolkit would

unambiguously define a structured representation of the MDSunambiguously define a structured representation of the MDS22 data in XMLdata in XML
be made freely available (unlimited license to manufacturers/venbe made freely available (unlimited license to manufacturers/vendors & dors & 
providers) with no implicit or explicit warrantyproviders) with no implicit or explicit warranty

The benefits of the toolkit are that it would facilitateThe benefits of the toolkit are that it would facilitate
data entry & validation (of structure & content)data entry & validation (of structure & content)
creation of templates for creation of templates for ““common device categoriescommon device categories””
populating data into subsequent versions of the MDSpopulating data into subsequent versions of the MDS22

largelarge--scale distribution of MDSscale distribution of MDS22 data by manufacturers to major healthcare data by manufacturers to major healthcare 
providersproviders
largelarge--scale analysis of MDSscale analysis of MDS22 data by healthcare providersdata by healthcare providers
establishing a central repository of MDSestablishing a central repository of MDS22 data with an independent data with an independent 
organizationorganization
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HIMSS on Medical Device SecurityHIMSS on Medical Device Security
Web Site for HIMSS Medical Device Security WorkgroupWeb Site for HIMSS Medical Device Security Workgroup
with Bibliography of relevant source materialwith Bibliography of relevant source material
http://www.himss.org/ASP/topics_medicalDevice.asp

HIMSS November 8, 2004 Press Release on MDSHIMSS November 8, 2004 Press Release on MDS22

http://http://www.himss.org/pressroom/ASP/releaseDetail.asp?ContentIDwww.himss.org/pressroom/ASP/releaseDetail.asp?ContentID==
5907259072

Manufacturer's Disclosure Statement for Medical Device Manufacturer's Disclosure Statement for Medical Device 
Security (MDS2) Form & InstructionsSecurity (MDS2) Form & Instructions
http://www.himss.org/content/files/MDS2FormInstructions.pdfhttp://www.himss.org/content/files/MDS2FormInstructions.pdf

Manufacturers obtain Manufacturers obtain freefree UMDNS (nomenclature) listing UMDNS (nomenclature) listing 
of their products by eof their products by e--mailing ECRI at mailing ECRI at himsshimss--mds@ecri.orgmds@ecri.org

Free 
Download 



Questions?Questions?
Stephen L. Grimes, FACCEStephen L. Grimes, FACCE

slgrimes@shcta.comslgrimes@shcta.com

Strategic Health Care Technology AssociatesStrategic Health Care Technology Associates
www.shcta.comwww.shcta.com

Health Information and Management Systems SocietyHealth Information and Management Systems Society
www.himms.orgwww.himms.org

American College of Clinical Engineering (ACCE)American College of Clinical Engineering (ACCE)
www.accenet.orgwww.accenet.org

ECRIECRI
www.ecri.orgwww.ecri.org
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