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Information Security for Biomedical Technology:Information Security for Biomedical Technology:

A HIPAA Compliance Guide A HIPAA Compliance Guide ™™

Details compliance processDetails compliance process
Security ManagementSecurity Management
Risk Analysis & ManagementRisk Analysis & Management

Provides variety of compliance tools, includingProvides variety of compliance tools, including
Matrix of security standards & implementation specificationsMatrix of security standards & implementation specifications
Biomedical Equipment Survey Form & QuestionnaireBiomedical Equipment Survey Form & Questionnaire
Risk Mitigation WorksheetRisk Mitigation Worksheet
Security Assessment Survey QuestionnaireSecurity Assessment Survey Questionnaire
Sample policies/proceduresSample policies/procedures
Security incident reportSecurity incident report
Business associate agreement with security provisionsBusiness associate agreement with security provisions
Management templates for project planning and budgetingManagement templates for project planning and budgeting
Bibliography, Definitions, and relevant OnBibliography, Definitions, and relevant On--line Resourcesline Resources
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HIPAAHIPAA’’s Final Security Rules Final Security Rule
““Standards & Implementation SpecificationsStandards & Implementation Specifications””

Key elements/toolsKey elements/tools
Standards & Implementation Specifications laid out in MatrixStandards & Implementation Specifications laid out in Matrix
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Information Security for Biomedical Technology:Information Security for Biomedical Technology:

A HIPAA Compliance Guide A HIPAA Compliance Guide ™™
Key elements/toolsKey elements/tools

Biomedical Equipment Survey Form to identify systems with ePHI, Biomedical Equipment Survey Form to identify systems with ePHI, 
system vulnerabilities, and system security measures availablesystem vulnerabilities, and system security measures available
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Information Security for Biomedical Technology:Information Security for Biomedical Technology:

A HIPAA Compliance Guide A HIPAA Compliance Guide ™™
Key elements/toolsKey elements/tools

Security Assessment Survey Questionnaire addressing level of comSecurity Assessment Survey Questionnaire addressing level of compliance pliance 
on on StandardsStandards and and Implementation SpecificationsImplementation Specifications for for 
Administrative, Physical & Technical SafeguardsAdministrative, Physical & Technical Safeguards
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A HIPAA Compliance Guide A HIPAA Compliance Guide ™™
Key elements/toolsKey elements/tools

Management templates for project scheduling and budgetingManagement templates for project scheduling and budgeting
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Key elements/toolsKey elements/tools
Risk Mitigation Worksheet for Medical Devices/SystemsRisk Mitigation Worksheet for Medical Devices/Systems

1
Identify
ePHI

2
Identify & Assess Risks

3
Establish 
Priorities

4
Determine 

Gap

5
Formulate & 

Implement Plan

6
Test & Measure Effectiveness of Plan
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Information Security for Biomedical Technology:Information Security for Biomedical Technology:

A HIPAA Compliance GuideA HIPAA Compliance Guide™™
Key elements/toolsKey elements/tools

Policies & Procedures, Incident Reporting Form, andPolicies & Procedures, Incident Reporting Form, and
Business Associate AgreementsBusiness Associate Agreements
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ACCE / ECRI Security ProcessACCE / ECRI Security Process

Training

Administrative Safeguards

Physical Safeguards
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Biomedical Biomedical 
Equipment Equipment 
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((sources of ePHIsources of ePHI) Forms ) Information Information 

Security Officer Security Officer 
& Committee& Committee
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Risk Mitigation Risk Mitigation 
WorksheetsWorksheets
((plan & prioritiesplan & priorities) ) 

Security ManagementSecurity Management
Schedule & Budget Schedule & Budget 
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MDSMDS22 supplies key data to the  supplies key data to the  
ACCE / ECRI Biomedical Equipment Survey FormACCE / ECRI Biomedical Equipment Survey Form

MDS2 Developed by
HIMSS Medical Device 

Security Workgroup
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http://http://www.himss.org/asp/book.asp?ContentIDwww.himss.org/asp/book.asp?ContentID=59138=59138

Discount for 
Members
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ACCE / ECRI on Medical Device SecurityACCE / ECRI on Medical Device Security

Product DescriptionProduct Description
http://www.ecri.org/Products_and_Services/Products/HIPAA_Compliahttp://www.ecri.org/Products_and_Services/Products/HIPAA_Compliance_nce_
Guide/Default.aspxGuide/Default.aspx

Table of ContentsTable of Contents
http://http://www.ecri.org/Marketingdocs/HIPAATOCwithCover.pdfwww.ecri.org/Marketingdocs/HIPAATOCwithCover.pdf

Brochure and Order FormBrochure and Order Form
http://www.ecri.org/Marketingdocs/HIPAAcdromBROpdf.pdf
http://www.himss.org/asp/book.asp?ContentID=59138

Press ReleasePress Release
http://www.ecri.org/Newsroom/Document_Detail.aspx?docid=20040604http://www.ecri.org/Newsroom/Document_Detail.aspx?docid=20040604_125_125

CDCD--ROM basedROM based
Information Security for Biomedical Technology:Information Security for Biomedical Technology:

A HIPAA Compliance GuideA HIPAA Compliance Guide™™

Discount for 
Members
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