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ACCE / ECRI

Information Security for Biomedical Technology:
A HIPAA Compliance Guide ™

1 Detalls compliance process
v’ Security Management
v" Risk Analysis & Management

1 Provides variety of compliance tools, including
v Matrix of security standards & implementation specifications
v Biomedical Equipment Survey Form & Questionnaire
v" Risk Mitigation Worksheet
v’ Security Assessment Survey Questionnaire
v' Sample policies/procedures
v' Security incident report
v" Business associate agreement with security provisions
v' Management templates for project planning and budgeting
v" Bibliography, Definitions, and relevant On-line Resources
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HIPAA'’s Final Security Rule
“Standards & Implementation Specifications”

Key elements/tools

Standards & Implementation Specifications laid out in Matrix

Information Security for Biomedical Technology: A HIPAA Compliance Guide™

9.1 HIPAA Security Standards and Implementation Specifications Matrix*

Administrative Safeguards

SECTIONS STANDARDS IMPLEMENTATION SPECIFICATIONS

Policies
Procedures

§164.308(a)(1) | (i) Security management process. Implement policies and (ii){A) Risk analysis (Recuiren). Conduct an accurate and thorough assessment of the
procedures to prevent, detect, contain, and correct security potential risks and vulnerablhhes to the confidentiality, integrity, and availability of
violations ... electronic protected health.information held by the covered entity.

(ii)(B) Risk managefnent (Recuiren). Imblement security measures sufficient to reduce risks .
and vulnerabiliieSte- emetfie and appropriate level to comply with Section
§164.306(a).

(ii)(C) Sanction policy (REQUIRED). Apply appropriate sanctions against workforce members
who fail to comply with the securify policies and procedures of the covered enfity.

(ii)(D) Information system activity review (REQUIRED). Implement procedures to regularly
review records of information system activity, such as auditlogs, access reports, and
security incident tracking reports.

§164.308(a)(2) | (i) Assigned security responsibility. |dentify the security official {REQUIRED)
who is responsible for the development and implementation of the
policies and procedures required by this subpart for the entity

§164.308(a)(3) {|)Workfcrce security. Implement pO]ICIES and procedures to (ii)(A) Authunzatlon andlor super\r|5| (ADDRESSABLE] Implement procedures forthe
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Information Security for Biomedical Technology:

A HIPAA Compliance Guide ™

Key elements/tools

1 Biomedical Equipment Survey Form to identify systems with ePHI,
system vulnerabilities, and system security measures available
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Information Security for Biomedical Technology:
A HIPAA Compliance Guide ™

Key elements/tools

1 Security Assessment Survey Questionnaire addressing level of compliance
on Standards and Implementation Specifications for
Administrative, Physical & Technical Safeguards

Information Security for Biomedical Technology: A HIPAA Compliance Guide™

9.2.4 ACCE/ECRI Security Assessment Survey Questionnaire
I. Administrative Safeguards [§164.308]

A. Security management process [§164.308(a)(1)(i)]

Implement policies and procedures to prevent, detect, contain and correct security violations...

Risk analysis [§164.308(a)1)(ii}A)] (Requiren). Conduct an accurate and thorough assessment of the potential risks and vulnerabilities to the confidentiality,
integrity, and availability of electronic protected health information held by the coverer antit

. " - N ! Policy Frocedures | Implemented Tested Integrated N/A |
Has_an inventory been conducted of all biomedical | ‘ [Ivesiltio | [3vesllile | [Ives[INe | f1vesllie | [3VesEde
devices and systems, and have those :

devices/systems maintaining or transmitting ePHI Daté/Souree:
been identified?

Comments:
| Policy | Procedures | Implemented Tested Integrated

g 3 : . . i i
For each inventoried biomedical device/system [1Yes[INo | [1Yes[INo | []Yes{INo | [I1Yes[INo | [1Yes[]No |

maintaining or transmitting ePHI, has a description
of that ePHI been documented? Date/Source:
Comments:
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Information Security for Biomedical Technology:
A HIPAA Compliance Guide ™

Key elements/tools
8 Management templates for project scheduling and budgeting

rity fo

‘mation Se: rity for Biomedical Technology:
1||1r1\ Com Eidda”

matio
A mru Complia

Also see Appendices 9.2.1, ACCE/ECRI Information Security
Management Program Preliminary Project Schedule Worksheet, and
9.2.2, ACCE/ECRI Information Security Management Program
Preliminary Project Budget Worksheet.

Table 6.2 Proj q @ estimates)
ur

Table 6.1: Project Schedule {time estimates|

= EE=
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Information Security for Biomedical Technology:
A HIPAA Compliance Guide ™

Key elements/tools
1 Risk Mitigation Worksheet for Medical Devices/Systems

Risk Mitigation Worksheet for Medical Devices/Systems

Device Security Possible Sources of Consequences of Data Criticality Probability | Composite | Mitigation plan Respon | Target
® Type of Data Element Risk to Data Compromise Score Score Score sible Date for
(Priority) Party Mitigation

Physiologic Manitor Integrity - Device “out of calibration” - Device to be included in program that insures E:F i
. inica

® ECG Waveform - Elsctromagnetic Interferencs adequate scheduled maintenance & calibration Engr

® Bood pressure (EMI) or other environmental

& Heart Rate factors

® Temp - Data modified by

® (0 Saturation unauthorized persennel or
processes (accessing locall

- Policy/procedure restricting or controlling use of EMI
generating devices in areas where this device is

- Inappropriate or delayed operated
treatment (dua to
misdiagnosis)

can lead to misdiagnosis)

- Incorporate network firewall, VPN as necessary

1 2 3

Identify Identify & Assess Risks Establish Determine Formulate &
Priorities Gap ] Implement Plan
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Information Security for Biomedical Technology:
A HIPAA Compliance Guide™

Key elements/tool

i Policies & Procedures, Incident Reporting Form, and
Business Associate Agreements

Information Security for Biomedical Technology: A HIPAA Compliance Guide™

9.3.4 Sample Policies and Procedures

Definitions

da
Electronic Media »
Sanctions

% are

February 17, 2005
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9.3.3 Sample Security Report and Procedure Outline

INFORMATION SECURITY INCIDENT REPORT

Rammandar of Rapert b ba Comp
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A HIPAA Compliance Guide™

Sample Business Associate Contract with Security Provisions

Defiritions

Oeligations and Acttes of tha Partes with Respect 10 PHISPH
31 Ctsigatiens of the Business Asscclity
A e




Administrative Safeguards

ACCE / ECRI Security Process

Biomedical
Manufacturer- Equipment
supplied Survey Forms
MDS? Forms (sources of ePHI) Information

Security Officer
& Committee Risk Mitigation

(risk assessment) Worksheets
(plan & priorities)

=

Security Assessment
Survey Questionnaire
(process analysis)

Security Management
Schedule & Budget

Criteria & Guidelines
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MDS? supplies key data to the
ACCE / ECRI Biomedical Equipment Survey Form

Mm’lum:n:r pisclosur® state!

pance fae

et

MDS? Developed by
HIMSS Medical Device
Security Workgroup
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ACCE / ECRI on Medical Device Security

Information Security for
Biomedical Technology:
by - A HIPAA

CD-ROM based
Information Security for Biomedical Technology:
A HIPAA Compliance Guide™
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Guide/Default.aspx

Table of Contents
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Brochure and Order Form
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